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0 0 1 1 18

CRITICAL HIGH MEDIUM LOW INFO

Vulnerabilities Total: 20

SEVERITY CVSS
V3.0

VPR SCORE EPSS SCORE PLUGIN NAME

MEDIUM 4.3* - - 85582 Web Application Potentially Vulnerable to Clickjacking

LOW N/A - - 42057 Web Server Allows Password Auto-Completion

INFO N/A - - 40406 CGI Generic Tests HTTP Errors

INFO N/A - - 39470 CGI Generic Tests Timeout

INFO N/A - - 49704 External URLs

INFO N/A - - 84502 HSTS Missing From HTTPS Server

INFO N/A - - 43111 HTTP Methods Allowed (per directory)

INFO N/A - - 10107 HTTP Server Type and Version

INFO N/A - - 50344 Missing or Permissive Content-Security-Policy frame-ancestors
HTTP Response Header

INFO N/A - - 50345 Missing or Permissive X-Frame-Options HTTP Response Header

INFO N/A - - 11219 Nessus SYN scanner

INFO N/A - - 19506 Nessus Scan Information

INFO N/A - - 40665 Protected Web Page Detection

INFO N/A - - 100669 Web Application Cookies Are Expired

INFO N/A - - 85602 Web Application Cookies Not Marked Secure

INFO N/A - - 91815 Web Application Sitemap

INFO N/A - - 11032 Web Server Directory Enumeration

INFO N/A - - 10386 Web Server No 404 Error Code Check
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https://www.tenable.com/plugins/nessus/19506
https://www.tenable.com/plugins/nessus/40665
https://www.tenable.com/plugins/nessus/100669
https://www.tenable.com/plugins/nessus/85602
https://www.tenable.com/plugins/nessus/91815
https://www.tenable.com/plugins/nessus/11032
https://www.tenable.com/plugins/nessus/10386


INFO N/A - - 51080 Web Server Uses Basic Authentication over HTTPS

INFO N/A - - 10662 Web mirroring

* indicates the v3.0 score was not
available; the v2.0 score is shown
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